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QUESTION 91
On which type of encrypted traffic can a Cisco ASA appliance running software version 8.4.1 perform application inspection and control?

A.    IPsec
B.    SSL
C.    IPsec or SSL
D.    Cisco Unified Communications
E.    Secure FTP

Answer: D

QUESTION 92
The Cisco ASA software image has been erased from flash memory. Which two statements about the process to recover the Cisco ASA software image are true? (Choose two.)

A.    Access to the ROM monitor mode is required.
B.    The Cisco ASA appliance must have connectivity to the TFTP server where the Cisco ASA image is 
stored through the Management 0/0 interface.
C.    The copy tftp flash command is necessary to start the TFTP file transfer.
D.    The server command is necessary to set the TFTP server IP address.
E.    Cisco ASA password recovery must be enabled
Answer: AD

QUESTION 93
Which two Cisco ASA licensing features are correct with Cisco ASA Software Version 8.3 and later? (Choose two.)

A.    Identical licenses are not required on the primary and secondary Cisco ASA appliance.
B.    Cisco ASA appliances configured as failover pairs disregard the time-based activation keys.
C.    Time-based licenses are stackable in duration but not in capacity.
D.    A time-based license completely overrides the permanent license, ignoring all permanently licensed 
features until the time-based license is uninstalled.

Answer: AC

QUESTION 94
Which three actions can be applied to a traffic class within a type inspect policy map? (Choose three.)

A.    drop
B.    priority
C.    log
D.    pass
E.    inspect
F.    reset

Answer: ACF

QUESTION 95
Which Cisco ASA platform should be selected if the requirements are to support 35,000 connections per second, 600,000 maximum connections, and traffic shaping?

A.    5540
B.    5550
C.    5580-20
D.    5580-40

Answer: B

QUESTION 96
Authorization of a clientless SSL VPN defines the actions that a user may perform within a clientless SSL VPN session. Which statement is correct concerning the SSL VPN authorization process?

A.    Remote clients can be authorized by applying a dynamic access policy, which is configured on an 
external AAA server.
B.    Remote clients can be authorized externally by applying group parameters from an external database.
C.    Remote client authorization is supported by RADIUS and TACACS+ protocols.
D.    To configure external authorization, you must configure the Cisco ASA for cut-through proxy.

Answer: B

QUESTION 97
Which Cisco ASA SSL VPN feature provides support for PCI compliance by allowing for the validation of two sets of username and password credentials on the SSL VPN login page?

A.    Single Sign-On
B.    Certificate to Profile Mapping
C.    Double Authentication
D.    RSA OTP

Answer: C

QUESTION 98
Which option is a possible solution if you cannot access a URL through clientless SSL VPN with Internet Explorer, while other browsers work fine?

A.    Verify the trusted zone and cookies settings in your browser.
B.    Make sure that you specified the URL correctly.
C.    Try the URL from another operating system.
D.    Move to the IPsec client.

Answer: A

QUESTION 99
Which cryptographic algorithms are a part of the Cisco NGE suite?

A.    HIPPA DES
B.    AES-CBC-128
C.    RC4-128
D.    AES-GCM-256

Answer: D

QUESTION 100
Which transform set is contained in the IKEv2 default proposal?

A.    aes-cbc-192, sha256, group 14
B.    3des, md5, group 7
C.    3des, sha1, group 1
D.    aes-cbc-128, sha, group 5

Answer: D  
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