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QUESTION 51
Which two attributes must match between two Cisco ASA devices to properly enable high availability? (Choose two.)

A.    model, interface configuration, and RAM
B.    major and minor software release
C.    tcp dead-peer detection protocol
D.    802.1x authentication identity

Answer: AB

QUESTION 52
What are two client-side requirements of the NAC Agent and NAC Web Agent installation? (Choose two.)

A.    Administrator workstation rights
B.    Active Directory Domain membership
C.    Allowing of web browser activex installation
D.    WSUS service running

Answer: AC

QUESTION 53
Which three algorithms should be avoided due to security concerns? (Choose three.)

A.    DES for encryption
B.    SHA-1 for hashing
C.    1024-bit RSA
D.    AES GCM mode for encryption
E.    HMAC-SHA-1
F.    256-bit Elliptic Curve Diffie-Hellman
G.    2048-bit Diffie-Hellman

Answer: ABC

QUESTION 54
In the command ‘aaa authentication default group tacacs local’, how is the word ‘default’ defined?

A.    Command set
B.    Group name
C.    Method list
D.    Login type

Answer: C

QUESTION 55
Which statement about IOS accounting is true?

A.    A named list of AAA methods must be defined.
B.    A named list of accounting methods must be defined.
C.    Authorization must be configured before accounting.
D.    A named list of tracking methods must be defined.

Answer: C

QUESTION 56
What are the initial steps to configure an ACS as a TACACS server?

A.    1. Choose Network Devices and AAA Clients > Network Resources.
2. Click Create.
B.    1. Choose Network Resources > Network Devices and AAA Clients.
2. Click Create.
C.    1. Choose Network Resources > Network Devices and AAA Clients.
2. Click Manage.
D.    1. Choose Network Devices and AAA Clients > Network Resources.
2. Click Install.

Answer: B

QUESTION 57
Which effect does the ip http secure-server command have on a Cisco ISE?

A.    It enables the HTTP server for users to connect on the command line.
B.    It enables the HTTP server for users to connect by using web-based authentication.
C.    It enables the HTTPS server for users to connect by using web-based authentication.
D.    It enables the HTTPS server for users to connect on the command line.

Answer: C

QUESTION 58
A network administrator needs to implement a service that enables granular control of IOS commands that can be executed. Which AAA authentication method should be selected?

A.    TACACS+
B.    RADIUS
C.    Windows Active Directory
D.    Generic LDAP

Answer: A

QUESTION 59
An administrator can leverage which attribute to assign privileges based on Microsoft Active Directory user groups?

A.    member of
B.    group
C.    class
D.    person

Answer: A

QUESTION 60
Cisco 802.1X phasing enables flexible deployments through the use of open, low-impact, and closed modes. What is a unique characteristic of the most secure mode?

A.    Granular ACLs applied prior to authentication
B.    Per user dACLs applied after successful authentication
C.    Only EAPoL traffic allowed prior to authentication
D.    Adjustable 802.1X timers to enable successful authentication

Answer: C
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